
PSMark : A Distributed IoT Benchmark 
for Publish/Subscribe Under 

Domain-Based Workloads

Christian Badolato1, Nathan Samson1, Houssam Hajj Hassan2,3, 
Chih-Kai Huang2,4, Georgios Bouloukakis5, Primal Pappachan6, Roberto Yus1

1 University of Maryland, Baltimore County
2 Télécom SudParis
3 Orange Innovation

4 Télécom Paris
5 University of Patras
6 Portland State University

Travel partially funded by



TITLE

The Publish/Subscribe Paradigm

PSMark: A Distributed IoT Benchmark for Publish/Subscribe Under Domain-Based Workloads

A communication paradigm for decoupled, event-driven messaging



TITLE

The Publish/Subscribe Paradigm

PSMark: A Distributed IoT Benchmark for Publish/Subscribe Under Domain-Based Workloads

A communication paradigm for decoupled, event-driven messaging
• Subscribers (consumers) “subscribe” for events from Publishers (producers)
• Publishers “publish” events to data channels without knowing who is subscribed



TITLE

The Publish/Subscribe Paradigm

PSMark: A Distributed IoT Benchmark for Publish/Subscribe Under Domain-Based Workloads

A communication paradigm for decoupled, event-driven messaging
• Subscribers (consumers) “subscribe” for events from Publishers (producers)
• Publishers “publish” events to data channels without knowing who is subscribed

Broker-based
Routes via a centralized broker

MQTT, AMQP



TITLE

The Publish/Subscribe Paradigm

PSMark: A Distributed IoT Benchmark for Publish/Subscribe Under Domain-Based Workloads

A communication paradigm for decoupled, event-driven messaging
• Subscribers (consumers) “subscribe” for events from Publishers (producers)
• Publishers “publish” events to data channels without knowing who is subscribed

Brokerless
Middleware manages event routing

Broker-based
Routes via a centralized broker

MQTT, AMQP Data Distribution Service (DDS)
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Safety Network Management
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Failure of an actively deployed pub/sub system could be catastrophic! 
Evaluation under real-world conditions must occur prior to deployment
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Pub/sub systems in IoT are not one-size-fits-all
• Vastly different device types, quantities, data volumes, and processing power

Limitations of existing pub/sub-focused benchmarks include:
• Only support a single protocol
• Limited representation for large numbers of distributed devices
• Static configurations that cannot express IoT device heterogeneity
• Focus on stress testing rather than real-world device behaviors

PSMark: A Distributed IoT Benchmark for Publish/Subscribe Under Domain-Based Workloads
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PSMark provides a distributed, IoT pub/sub benchmark incorporating:
i. Multi-protocol support
ii. Distributed topology evaluation
iii. Explicit modeling of device heterogeneity and connection stability
iv. An open set of IoT-focused workloads derived from real-world datasets
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Coordinates across distributed nodes 
• Analogous to IoT deployment edge servers

Nodes independently manage: 
• A publisher pool, which generates workload traffic
• A subscriber pool as a data aggregation point

• e.g., databases, applications, AIoT models

Adapter-based, modular architecture
• Protocol Adapters: Translate high-level pub/sub 

operations into protocol-specific commands
• Client interfaces: Execute protocol commands against 

concrete libraries and perform pre-/post-processing
• Metric Plugins: Simplify the inclusion of new metrics

Built-in MQTT and DDS modules
Built-in latency, throughput, message loss, and CPU/RAM usage metrics
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Client Interfaces:

Metric Plugins:
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Barrier-synchronized lifecycle
• Nodes must all acknowledge stage completion before 

any node proceeds to the next stage
• Ensures subscribers are active prior to workload start 

and and remain subscribed until workload completion 

Nodes each report their own metrics:
• Ensures single nodes do not bias global aggregates
• Pairwise, node-to-node metrics are collected to 

measure network path behaviors

Written with Erlang/OTP
• Provides lightweight multithreading and efficient 

inter-process communication with minimal overhead 
• Separates coordination from pub/sub traffic
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Workloads are composed of reusable, configurable device definitions
• Publication frequency
• Payload size parameters
• Stability parameters

• e.g., Cars leaving/re-entering a smart city

Device: Machine Temperature Sensor
Publication Rate: 1 second
Mean Payload Size: 94B
Payload Size Variance: 5B
Stability: 5% disconnect per 1s

80% reconnect per 1s

Example Smart Factory Devices

Device: Robot Lidar
Publication Rate: 100 milliseconds
Mean Payload Size: 1.2MB
Payload Size Variance: 1MB
Stability: 5% disconnect per 1s

80% reconnect per 1s
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Deployments are defined to mimic the IoT system topology
• Edge servers in the deployment
• Type / quantity of devices present on the edge servers

Deployment Name: Two Server Smart Factory

Edge Servers:
- Floor 1 Server: 10x Machine Temperature Sensors, 3x Robot Lidar
- Floor 2 Server: 5x Machine Temperature Sensors, 6x Robot Lidar
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Three workloads for each domain
• Comprised of 1x (base), 2x, and 10x 

device density scaling
• Workload-wide stability parameters

Workloads represent device load 
per edge server
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We evaluate 6 pub/sub systems using PSMark
• Five MQTT systems (broker-based)

1. EMQX
2. Mochi-MQTT
3. Eclipse Mosquitto
4. NanoMQ
5. VerneMQ

• The OpenDDS implementation of DDS (brokerless)

Evaluated using PSMark base metrics:
• Latency, throughput, message loss, CPU/RAM Usage

Two Quality-of-Service types were mapped to the two protocols
1. “Fire-and-forget” low-QoS settings
2. “Reliable” high-QoS settings
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Experiments executed in two environments:
1. Single-host commodity server
2. Multi-server Kubernetes cluster*

In the cluster environment:
• 3 VMs per physical server

• First VM hosting the broker
• Server 1 hosts the control plane

*Presented results focus on the cluster environment

For each workload:
• Base scalings run under both high and 

low QoS settings
• 2x / 10x scalings run under low QoS
• Used default pub/sub system settings 



TITLE

Experimental Results

PSMark: A Distributed IoT Benchmark for Publish/Subscribe Under Domain-Based Workloads

Low-QoS Metrics

Low-QoS Latency Percentiles



TITLE

Experimental Results

PSMark: A Distributed IoT Benchmark for Publish/Subscribe Under Domain-Based Workloads

Low-QoS Metrics

Low-QoS Latency Percentiles

EMQX is reliable 
under low-QoS in 
taxing scenarios

Factory workloads 
processed in 

real-time



TITLE

Experimental Results

PSMark: A Distributed IoT Benchmark for Publish/Subscribe Under Domain-Based Workloads

Low-QoS Metrics

Low-QoS Latency Percentiles

EMQX is reliable 
under low-QoS in 
taxing scenarios

Exhibits high 
latency with 

large number of 
unstable clients

Factory workloads 
processed in 

real-time
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Low-QoS Metrics

Low-QoS Latency Percentiles

OpenDDS shows 
low reliability under 

default low-QoS 
configurations
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Mochi-MQTT did not 
exhibit any loss 
under high-QoS

High-QoS Metrics

Also shows low 
latency for most 

workloads
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High-QoS Metrics

VerneMQ sometimes 
failed to process 
high-QoS home 

workloads
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OpenDDS exhibits 
significantly better 

reliability under 
high-QoS configurations

High-QoS Metrics
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Low-QoS CPU Usage
Mosquitto consistently 

uses the least CPU

EMQX’s CPU usage 
shows a tradeoff 

between its reliability 
and its resource usage

OpenDDS has minimal 
impact on CPU usage 

for light workloads



TITLEPSMark: A Distributed IoT Benchmark for Publish/Subscribe Under Domain-Based Workloads

Rankings Derived from Experimental Results

PSMark allows straightforward comparison of pub/sub systems 



TITLEPSMark: A Distributed IoT Benchmark for Publish/Subscribe Under Domain-Based Workloads

Rankings Derived from Experimental Results

PSMark allows straightforward comparison of pub/sub systems 

Top 3 systems per domain



TITLEPSMark: A Distributed IoT Benchmark for Publish/Subscribe Under Domain-Based Workloads

PSMark-C PSMark-F PSMark-HC PSMark-HM

VerneMQ EMQX Mochi-MQTT OpenDDS

Mochi-MQTT Mosquitto VerneMQ Mochi-MQTT

Mosquitto Mochi-MQTT Mosquitto EMQX

Goal: Minimal Latency at Low-QoS

Rankings Derived from Experimental Results

PSMark allows straightforward comparison of pub/sub systems 

Top 3 systems per domain



TITLEPSMark: A Distributed IoT Benchmark for Publish/Subscribe Under Domain-Based Workloads

PSMark-C PSMark-F PSMark-HC PSMark-HM

VerneMQ EMQX Mochi-MQTT OpenDDS

Mochi-MQTT Mosquitto VerneMQ Mochi-MQTT

Mosquitto Mochi-MQTT Mosquitto EMQX

PSMark-C PSMark-F PSMark-HC PSMark-HM

Mochi-MQTT Mochi-MQTT Mochi-MQTT Mochi-MQTT

OpenDDS EMQX EMQX EMQX

NanoMQ Mosquitto Mosquitto NanoMQ

Goal: Minimal Latency at Low-QoS Goal: Maximum Reliability at High-QoS

Rankings Derived from Experimental Results

PSMark allows straightforward comparison of pub/sub systems 

Top 3 systems per domain
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• Workload composition matters more than raw volume
• PSMark-F-2x (80 devices; 1,180 msgs/s) stressed most systems
• PSMark-HM-10x (200 devices; 1,480 msgs/s) did not
• Capturing real-world device behaviors over only raw message counts is critical

• QoS–throughput trade-offs are steep at scale
• High-QoS settings significantly increased latency and loss
• Arbitrarily increasing QoS does not guarantee reliability
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Key Takeaways 

• PSMark provides a distributed pub/sub benchmarking 
framework for IoT workloads
• Measures end-to-end behavior while capturing IoT device heterogeneity
• Modular support for additional metrics, client interfaces, and protocols

• Supports IoT researchers and implementers in system evaluation
• Compare pub/sub system performance on distributed topologies
• Evaluate systems across 12 built-in workloads
• Easily construct custom workloads by composing reusable device definitions

• Future Work
• Control plane for network fault injection
• Policy-/rule-based messaging to emulate complex configurations
• Additional protocols  (e.g., AMQP, content-based subscription protocols) 
• Additional metrics (e.g., network / client fault tolerance)

PSMark: A Distributed IoT Benchmark for Publish/Subscribe Under Domain-Based Workloads



PSMark is publicly available and ready to be used for 
IoT benchmarking under built-in or custom workloads!

U of Patras is hiring 1 PhD position for a 
Horizon EU Project starting in October 

Topic: Edge AI

github.com/DAMSlabUMBC/PSMark


