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IoT-Enabled Smart Spaces

Benefits: 
• Energy Efficiency, Sustainability

• Building Resilience, Reliability

• Adaptability to Dynamic Conditions

Internet-of-Things (IoT)
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Credit: Emergency Sign, CC0

Hospitals

Credit: Senior Living,by Leisure Care, CC-BY-SA

Senior Homes

Credit: Clear glass pump bottle on ceramic sink, CC0

Consumable
Monitoring Elevators

Credit: Elevator lobby, Appraisers Building, 
San Francisco, California, PDM

Credit: CCTV, CC0

Stores

Credit: Smoke detector 01, CC-BY-SA

https://www.rawpixel.com/image/6082103/emergency-sign
https://creativecommons.org/publicdomain/zero/1.0/
https://www.leisurecare.com/our-communities/village-mill-landing/
https://creativecommons.org/licenses/by-sa/4.0/
https://www.pickpik.com/soap-dispenser-soap-liquid-soap-bathroom-sink-cleanliness-wash-92689
https://creativecommons.org/publicdomain/zero/1.0/
https://jenikirbyhistory.getarchive.net/amp/media/elevator-lobby-appraisers-building-san-francisco-california
https://creativecommons.org/publicdomain/mark/1.0/
https://www.rawpixel.com/image/6082529/cctv-original-public-domain-image-from-flickr
https://creativecommons.org/publicdomain/zero/1.0/
https://commons.wikimedia.org/wiki/File:Smoke_detector_01.jpg
https://creativecommons.org/licenses/by-sa/2.1/es/deed.en


Towards Smarter Buildings: The Need for Realistic Data

• Realistic data is necessary to test and 
validate smart space approaches in 
heterogeneous human environments

• Evaluating robustness of algorithms

• Failure testing

• Scalability testing

• Operating in extreme scenarios

Heterogeneity, Scalability, Portability, Robustness
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Fire Evacuation in a High-Rise Building



Challenge: Obtaining Real Data

Deployment of Sensors
• Cost & sensor placement

Recruitment of Participants
• Reluctance to share data
• Time-consuming
• Limited in scale

Preservation of Participant Privacy
• Data regulations
• Leakage of sensitive data
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Credit: CCTV Cameras, by Eliomak
Consults & Engineering Ltd, CC-BY-SA

Credit: hardwired smoke alarm, CC0
Credit: Pedestrians on zebra crossing, CC0

https://commons.wikimedia.org/wiki/File:CCTV_Camera%27s.jpg
https://creativecommons.org/licenses/by-sa/4.0/deed.en
https://www.flickr.com/photos/117168856@N06/13731802173
https://creativecommons.org/publicdomain/zero/1.0/
https://www.rawpixel.com/image/6033685
https://creativecommons.org/publicdomain/zero/1.0/


Generating Realistic Synthetic Data with Simulators

Challenge: Modeling smart spaces accurately
• Variability/dynamicity of activities
• Faithfulness to reality

Approach 1: 
Extend previously 
captured dataset1

• Issue: violates causality, 
limited to initial space

Approach 2: 
Generate data randomly 
based on sensor models2

• Issue: random ≠ realistic

Approach 3: 
Create dataset based on interactions 
of people and their activities3

• Issue: Semantic Explainability - Why people 
visit the spaces that they do?

3Activities of Daily Living: Alshammari et al., OpenSHS, Sensors ‘17
Mobility Models and Trajectory Models: Rhee et al., IEEE/ACM TON ‘11; Alessandretti et al., Nature ’20
Trajectory Models: Brinkoff, GeoInformatica ’02; Pelekis et al., ACM Sigspatial ’15
Generative Models: Gupta et al., CVPR ’18; Rossi et al., Pattern Recognition ‘21

Building X Building Y

?

20°𝐶

?

Temperature Data Brushing Toileting Walking

Activities of Daily Living

2Random Data Generation: Mockaroo, Hoag and Thompson, PSDG (ACM SIGMOD Record ’07)

1Replication, Modification, Sampling: Tay et al., UpSizeR (Information Systems ‘13)

5



The SmartSPEC Approach

Exploit semantics to generate realistic synthetic smart space datasets
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SpacesPeople
Sensors

The Contributions of this Paper
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Scenario: a digital depiction of 
the activities and operations in 

the smart space

SmartSPEC Platform

Scenario 
Learning

Semantic 
Model

Assessing  
Realism
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SpacesPeople
Sensors

SmartSPEC : Semantic Model
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SmartSPEC Platform

Scenario 
Learning

Assessing  
Realism
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Smart Space: A Semantic Characterization
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Sensors 𝑺
Credit: Outdoor cctv, PDMCredit: Camera, CC0

People 𝑷
Credit: College student 
reading a book in library, PD

Credit: Doctor holding x-ray 
result, by Anna Shvets, CC0

Spaces 𝑪
Credit: Lobby, CC0 Credit: Apartment 

building, CC BY-SA

Events 𝑬
Credit: People in 
auditorium, CC0

Credit: Office 
Hours, CC BY-SA

https://picryl.com/media/outdoor-cctv-unsplash-85964d
https://creativecommons.org/publicdomain/mark/1.0/
https://pxhere.com/en/photo/951639
https://creativecommons.org/publicdomain/zero/1.0/
https://www.pexels.com/photo/woman-in-dress-at-library-16504591/
https://creativecommons.org/public-domain/
https://www.pexels.com/photo/photo-of-doctor-holding-x-ray-result-4225880/
https://creativecommons.org/publicdomain/zero/1.0/
https://pxhere.com/en/photo/947619
https://creativecommons.org/publicdomain/zero/1.0/
https://commons.wikimedia.org/wiki/File:Apartment_building_at_106_Ridge_Street,_Lower_East_Side,_Manhattan_-_20200906.jpg
https://creativecommons.org/licenses/by-sa/4.0/
https://commons.wikimedia.org/wiki/File:People-auditorium-meeting-sitting-student-education-1246944.jpg
https://creativecommons.org/publicdomain/zero/1.0/
https://commons.wikimedia.org/wiki/File:Office_hours_TTU.jpg
https://creativecommons.org/licenses/by-sa/3.0/deed.en


SpacesPeople
Sensors

SmartSPEC : Scenario Learning
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SpacesPeople
Sensors

SmartSPEC : Scenario Learning
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SmartSPEC Platform

Assessing  
Realism
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Learning Events through Occupancy

Person P Space C DateTime t

bb12b6 1100 2017-09-01 08:43:57

813a99 1100 2017-09-01 08:45:12

18bcad 1100 2017-09-01 08:45:38

81d9c1 1100 2017-09-01 08:46:20

81d9c1 1100 2017-09-01 08:46:23

500bba 1100 2017-09-01 08:47:23

f079e1 1100 2017-09-01 08:47:36

8700e1 1100 2017-09-01 08:47:49

84ea3f 1100 2017-09-01 08:48:21

500bba 1100 2017-09-01 08:49:38

… … …

1

3

4

…

Occupancy
𝜆!
",$!,$"

Dataset 𝐷

Person P Space C DateTime t

f28c94f 1412 2017-09-01 08:19:00

f20a461 6029 2017-09-01 08:19:00

238be6 3231 2017-09-01 08:19:07

238be6 3231 2017-09-01 08:19:26

… … …

For each space 𝐶

Presence →Occupancy → Events 12

• Number of unique people from dataset 𝐷 that 
are in space 𝐶 during time period (𝑡%, 𝑡&).

Occupancy 𝝀𝑫
𝑪,𝒕𝒔,𝒕𝒆



Learning Events

Breakpoints occur when there 
are large changes in occupancy

Presence →Occupancy → Events 13

Occupancy stays roughly 
consistent during an event

Intuition: 
Change Point 

Detection

Intuition:

Use Change Point Detection to learn when one event 
ends, and another starts

Create time-series of occupancy in space 𝐶 on date 𝑑



Learning Events

Use Agglomerative Clustering to learn types of events

• Each event starts in its own cluster, and is merged with other “nearby” clusters
• Terminates once distance between clusters ≥ threshold 𝜖
• Cluster distance based on set of attendees and time of event

Presence →Occupancy → Events 14

Intuition: 
Agglomerative 

Clustering

• Given two sets 𝐴 and 𝐵, define similarity ratio  𝑟 = !"#$(&∩()
!"#$(&∪()

.

• Interpretation: 𝑟 = 1 only if 𝐴 = 𝐵.

Jaccard Index

Intuition:

Use Change Point Detection to learn when one event 
ends, and another starts

Create time-series of occupancy in space 𝐶 on date 𝑑



Learning People-Event Interactions

Learned Events:
• Event 𝑒*: attendees = {𝑝*, 𝑝+, 𝑝,}

• Event 𝑒+: attendees = {𝑝+, 𝑝,}

• Event 𝑒,: attendees = {𝑝*}

• Event 𝑒-: attendees = {𝑝,}

• Event 𝑒.: attendees = {𝑝*, 𝑝+}

Characterize 
people based on 
attended events

Person 𝑝*

attended:
{𝑒*, 𝑒,, 𝑒.}

Person 𝑝,

attended:
{𝑒*, 𝑒+, 𝑒-}

Person 𝑝+

attended:
{𝑒*, 𝑒.}

• • •

Apply Agglomerative Clustering to 
group people by similarity of 

attended events (until a threshold 𝜖)
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SmartSPEC : Scenario Generation
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SpacesPeople
Sensors

SmartSPEC : Scenario Generation
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Entity Generator: Generating Events and People

Given types of events and profiles of people, how can we create a new set of events and people for our synthetic dataset?

Generating 
a new Event

Generating a 
new Person

Event

Type?

When?

Where?

How 
many 

people?
Person

Profile?

Enter/Exit 
Times?

Affinity?
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Synthetic Data Generator: Generating Synthetic Data

Get date/time that person is in the smart space

Choose an event to attend, preferably a previously 
attended periodic event

Semantic Constraints on spaces, people, events

Estimate travel time; estimated arrival must be 
within a threshold 𝜖

Move to an event space

Record data in log file

19

Intuition:



SpacesPeople
Sensors

SmartSPEC : Assessing Realism

20

SmartSPEC Platform

Assessing  
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SpacesPeople
Sensors

SmartSPEC : Assessing Realism
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SmartSPEC Platform

Assessing  
Realism
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Assessing Realism of Smart Space Datasets

Generator 𝐺
People P

Events E

Spaces C

Sensors S

Person P Space C DateTime t

f28c94f 1412 2017-09-01 08:19:00

f20a461 6029 2017-09-01 08:19:00

238be6 3231 2017-09-01 08:19:07

238be6 3231 2017-09-01 08:19:26

… … …

22

How to quantify the realism of 𝑫,𝑫′?

• Occupancy: a space’s perspective of the dataset

• Trajectory: a person’s perspective of the dataset

Dataset 𝐷′Dataset 𝐷



Similarity of Space’s Occupancy

Extract 
Occupancy

Time
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Extract 
Occupancy

𝜆!
",$!,$"

𝜆!%
",$!,$"

• Occupancy of space 𝐶: number of unique people in space 𝐶 during time period (𝑡%, 𝑡&).
• Occupancy Distance is the mean squared error in occupancy over time.

23

Dataset 𝐷

Dataset 𝐷′

1
𝐶 |𝑡% − 𝑡&|

9
"∈0

$!,$"∈1

𝜆!
",$!,$" − 𝜆!%

",$!,$" +

Occupancy Distance 

𝜆!
",$%,$& − 𝜆!'

",$%,$&



Similarity of People’s Trajectory

𝛿!
(3) ∈ Δ!

𝛿!%
(5) ∈ Δ!%

Extract
Trajectory

Extract
Trajectory

Person P Space C DateTime t

238be6 3231 2017-09-01 08:19:07

238be6 3231 2017-09-01 08:19:26

238be6 3254 2017-09-01 08:20:50

238be6 3256 2017-09-01 08:21:13

… … …

24

1:00 pm

2:00 pm

𝛿!'
(&)

8:00 am

4:00 pm

𝛿!
(()

Consider the following: 

Dataset 𝐷

Dataset 𝐷′

• Trajectory of person 𝑃: sequence of spaces 𝐶 visited by 𝑃 over datetime 𝑡
• Should we naïvely compare all trajectories against each other?



Similarity of People’s Trajectory

𝛿!
(3) ∈ Δ!

𝛿!%
(5) ∈ Δ!%

Extract
Trajectory

1:00 1:30 … 

1:00 …

1:30 ∅ …

… ∅ ∅ …

𝑡&
𝑡'

Δ!6

Apply Control 
Variable 𝑉

Extract
Trajectory

1:00 1:30 … 

1:00 …

1:30 ∅ …

… ∅ ∅ …

𝑡&
𝑡'Apply Control 

Variable 𝑉

Δ!%
6
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Person P Space C DateTime t

238be6 3231 2017-09-01 08:19:07

238be6 3231 2017-09-01 08:19:26

238be6 3254 2017-09-01 08:20:50

238be6 3256 2017-09-01 08:21:13

… … …

• Control Variables are applied to partition trajectories into comparable bins. 
e.g., 𝑉 = (𝑡%, 𝑡&) = (1:00, 1:30) contains trajectories with 𝑡% ≈ 1:00, 𝑡& ≈ 1:30.

Dataset 𝐷

Dataset 𝐷′



Similarity of People’s Trajectories

• Let 𝜙(𝛿!
3 , 𝛿!%

5 ) be a function that 
computes the distance between 
two trajectories

• e.g., Fréchet Distance Metric

Distance Function Φ

How do we compare multiple trajectories against one another?

26

Distance Function 𝚽

1:00 1:30 … 

1:00 …

1:30 ∅ …

… ∅ ∅ …

𝑡&
𝑡'

Δ!%
6

Φ ,

Φ ,

Φ ,

𝑡%, 𝑡& = (1: 00, 1: 00)

𝑡%, 𝑡& = (1: 00, 1: 30)

𝑡%, 𝑡& = (1: 30, 1: 30)

1:00 1:30 … 

1:00 …

1:30 ∅ …

… ∅ ∅ …

𝑡&
𝑡'

Δ!6



Similarity of People’s Trajectories

1 0

0 1

1 1

0 0

0 1 0

1 0 0

1 0 0

• Match trajectories between corresponding bins
• Matching matrix 𝑀 does not need to be injective

Penalty Term for difference 
in trajectory set sizes1:00 1:30 … 

1:00 …

1:30 ∅ …

… ∅ ∅ …

𝑡&
𝑡'

Δ!%
6
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Φ ,

Φ ,

Φ ,

𝑡%, 𝑡& = (1: 00, 1: 00)

𝑡%, 𝑡& = (1: 00, 1: 30)

𝑡%, 𝑡& = (1: 30, 1: 30)

1:00 1:30 … 

1:00 …

1:30 ∅ …

… ∅ ∅ …

𝑡&
𝑡'

Δ!6

Distance Function 𝚽

'
)∈+

,()), ,(+) ∈ -

Trajectory Distance 

Φ(𝛿 ( , 𝛿 & ) + 𝛼 Δ!) − Δ!'
)1

𝑉



Interpreting Dataset Similarity

How to determine if 
generator 𝑮 produces 

realistic datasets? 

𝐷!

28

𝐺

𝐷
𝐺𝐺

𝐷!,#$



𝐷!

𝐷!,#$

Interpreting Dataset Similarity

How do real datasets vary 
against other real datasets?

How well does synthetic data mimic 
the seed from which it was produced?

How do real datasets differ 
from synthetic datasets? 

29

Compare distances between 
pairs of real datasets

Compare distances between pairs 
of real and simulated datasets



𝐷!

Interpreting Dataset Similarity

Simulated ≈ Real?
How well have we extracted 

patterns from one dataset and 
applied them to the next?

30

How do real datasets vary 
against other real datasets?

How do real datasets differ 
from synthetic datasets? 

Compare distances between 
pairs of real datasets

Compare distances between pairs 
of real and simulated datasets

𝐷!,#$



Experiment: 2 Distinct Scenarios
Scenario 1: Campus

• 6 floor campus building: 125+ faculty 
offices, 10 classrooms, 4 lecture halls

• 64 WiFi Access Points (WiFi APs)

• 5 weeks of WiFi connectivity events, 
~300K connections/week, partitioned 
into 5 periods of 1 week each

Scenario 2: City – GeoLife GPS Trajectories1

• GPS trajectories in city of Beijing, China

• 1150 points of interest to cluster GPS data

• 63 people over 28 months, ~36K GPS data/month, 
partitioned into 1-month periods

1Zheng et al., “Geolife: A collaborative social networking service among user, location and trajectory.” IEEE Data Eng. Bull., vol. 33, no. 2.

Learned types of events / profiles of people from both scenarios
31

1st Floor Blueprint GeoLife GPS TrajectoriesBren Hall, UC Irvine

Credit: UCI Donald Bren Hall, 
by David Eppstein, CC BY-SA

Beijing, China

Credit: Google Maps

https://en.m.wikipedia.org/wiki/File:UCI_Donald_Bren_Hall.jpg
https://creativecommons.org/licenses/by-sa/3.0/deed.en


Learned Events in Campus Scenario

Events

• 510 “ground truth” events

• Best-effort mapping of events to WiFi APs

• Average paired difference between: 
• Event Start Time: 15 ± 18 𝑚𝑖𝑛𝑠
• Event End Time: 21 ± 27 𝑚𝑖𝑛𝑠

32



Baselines and Metrics

Mobility Model Baselines

• Random Waypoint (RAND): Next visited space is random

• Brownian Motion (BROW): Next visited space is adjacent

• Lévy Flight (LÉVY): Next visited space is chosen by following a power law distribution on distance

• Exponential Preferential Return (EPR): Same as Lévy Flight but selects previously visited spaces with higher 
probability

Comparison Metrics

• Trajectory Distance: Average paired Fréchet distance controlled over start/end times
• Start/End Times on 30-minute blocks

• Occupancy Distance: Average difference in occupancy
• Over 5-minute intervals

• Averaged results from 3 simulations, comparing against next week (campus scenario) or month (city scenario)
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Evaluating Realism in Campus Scenario

• On average, there was a 35% difference in 
trajectory distances between SmartSPEC and 
the campus dataset

• On average, there was a 36% difference in 
occupancy counts per space between 
SmartSPEC and the campus dataset. 

• Most mobility models do significantly worse. 

SmartSPEC produces trajectories and 
occupancy counts that are close to real data 

on the scope of a campus building

34

Occupancy Difference

Trajectory Similarity (m)

Campus Scenario



Evaluating Realism in City Scenario

• On average, there was a 13% difference in 
trajectory distances between SmartSPEC 
and the GeoLife dataset

• On average, there was a 37% difference in 
occupancy counts per space between 
SmartSPEC and the GeoLife dataset. 

• Brownian motion baseline creates similar 
trajectories to real data, but have very 
different occupancy

SmartSPEC produces trajectories and occupancy 
counts that are close to real data on the scope of a city

35

City Scenario

Trajectory Distance (km) Occupancy Distance



SmartSPEC: Workflow

Sample Space File Sample Sensor File

Our code is publicly available on GitHub: https://github.com/andrewgchio/SmartSPEC
36

https://github.com/andrewgchio/SmartSPEC


SmartSPEC: Workflow

Sample Configuration File for Scenario Learning

Our code is publicly available on GitHub: https://github.com/andrewgchio/SmartSPEC

Sample Seed Data

37

https://github.com/andrewgchio/SmartSPEC


SmartSPEC: Workflow

Our code is publicly available on GitHub: https://github.com/andrewgchio/SmartSPEC

Sample Configuration File for Scenario Generation
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https://github.com/andrewgchio/SmartSPEC


SmartSPEC: Workflow

Our code is publicly available on GitHub: https://github.com/andrewgchio/SmartSPEC

Sample Configuration File for Scenario Generation
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https://github.com/andrewgchio/SmartSPEC


SmartSPEC: Applicability and Utility

Sample of Synthetic Data Output

40

Sample Generated Dataset



SmartSPEC: Applicability and Utility

TIPPERS: Testbed for IoT-based Privacy-
Preserving PERvasive Spaces
• Design robust, experimental testbed
• Explore privacy technologies
• Real-world deployments

NAVWAR Trident Warrior: 
• Explore potential benefits of IoT technologies for 

naval use cases
• Day in the life of a sailor in mission-critical 

scenarios and non-mission-critical scenarios
• Simulated activities on a Navy Ship

41

Privacy

Reliable

Scalable

Manageable

Credit: Navy Media Content Services



Key Takeaways

• Realistic and Semantically Explainable data are required to test and validate smart space approaches

• We developed SmartSPEC: an event-driven smart space simulator 
• Customizable smart space datasets using models of entities in smart space ecosystems.
• ML techniques to learn profiles of people and types of events from seed data

• We presented a structured methodology to evaluate the realism of synthetic data.

• Our experiments show that SmartSPEC produces data that is 1.4x -4.4x more realistic than baselines.

• The SmartSPEC approach can also be employed to generate synthetic sensor data. 

• Our code is publicly available on GitHub: https://github.com/andrewgchio/SmartSPEC
IEEE International Conference on Pervasive 

Computing and Communications

ARTIFACT CERTIFIED
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https://github.com/andrewgchio/SmartSPEC

