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Data spaces around us: The imminent rise of
smart cities

Rise of the global megacity
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Motivating Scenario: Integrating Federated Data
Spaces in a Smart City
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Challenges in Seamless Data Exchange Across
Heterogeneous Data Spaces

How can we
overcome these
barriers?
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Current Approaches (A)

Mismatch of Underlying

Inconsistency in Data Models [1] Communication Technologies [2]

Protocol
Converters

Data
Converters

loT Agents

Semantic
Gateways

Adoption of
Standards
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[4] Ref. [2] Ref.
Kotis et al. CISIS, 2012. Akasiadis et al., Sensors,2019
Zyrianoff et al. SMARTCOMP, 2021 Kim et al. ICTC, 2019.



Current Approaches (B)

the entire software
infrastructure.

, Using New Federated Solution AB
or choosing one used by either
federation A or B but not both [3]

Papadakis et al. DEBS. 2023.
Morelli et al. FedCSIS. 2020
Pradhan et al. IEEE CoMag, 2018
Lagutin et al. EUCNC, 2019



Unified Framework Without Altering Native
Technologies?

CCduit 5k
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Introducing CCduit: Formal High-level view

CCDUIT is a software overlay designed to seamlessly bridge diverse federations

= / cCduit
Nodep

Federation A

Data Exchange (DE) Edges: Actual data being shared between
federations.

Labels: Detail the type of data, its format, and the protocol
used.

Simplified Example: "Customer Data, JSON, HTTP"

Context Exchange (CE) Edges: exchange of contextual
information that guides and enables data sharing.

Labels : Policies, such as data sharing rules and compliance
requirements.

Simplified Example: "GDPR Compliance, Encryption Required,
no 3™ party access"



06-06-2024 CCDUIT: A .Software Overlay for Cross-Federation 9
Collaboration between Data Spaces

Introducing CCduit: The CCduit Context
Data Model s (e
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Introducing CCduit: The CCduit context
exchange communication schema
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PUB/SUB
CCduit Node < CCduit Node

The schema of context exchange (pub/sub topic) is structured as follows:
Federation/Federation _ID/Policy_ID/Data type
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Introducing CCduit: Example of how it works

Initiate Collaboration
with Federation B

Federation A CCduit Node — Feq. A admin CCduitNode N\~ Federation B
% | Topic Based :
£ PUB/SUB
o
< Exchange

"i Policies and
Synergy Engine |. Context Data

Data g

Synergy Engine

Data
/ ' Type : X,K,M
Type : L,0,X h Forward yp
h ContextDatalf | _ '
Format: Y ! Policy Allows ormat:
/ S AR """"""""""""""""
; Federation C
; Synergy '
Engine

\_ CCduit Node

Data

Type : L,0,X
Format: Y J
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CCduit Evaluation: Test Scenario
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CCduit Evaluation: Compared Setups

Clean Slate CCduit Preconfigured

CCduit

COMPARATIVE ANALYSIS OF EFFORT IN LINES OF CODE (L0OC)

Approach Value LoC
Clean-Slate CCDUIT 1518
Pre-Configured CCDUIT 738
Non-CCDUIT 1420

Artifact Available
& ®
” DOI 10.5281/zenodo.10715454




CCduit Evaluation: Scalability of CCduit -
Simulation Results

Simulation Results for PC=0%, DT=50%

CE=0% CE=50%
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Connecting HPPs in the Horizon EU Di-Hydro
project using CCduit

5
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Questions?

- Check out
Thank you for your time. more of our o

works:

{ Contact Us: J O fmads:

nikolaos.papadakis@telecom-sudparis.eu

Try out our Scalability Simulation for CCDUIT gt ot e
Federated Networks E]

O GitHub https://github.com/satrai-lab/ccduit-simulator/



